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Abstract—The giant network of Internet of Things establishes
connections between smart devices and people, with protocols to
collect and share data. While the data is expanding at a fast
pace in this era of Big Data, there are growing concerns about
security and privacy policies. In the current Internet of Things
ecosystems, at the intersection of the Internet of Things, Big Data,
and Cybersecurity lies the subject that attracts the most attention.
In aiding users in getting an adequate understanding, this paper
introduces HackerNets, an interactive visualization for emerging
topics in the crossing of IoT, Big Data, and Cybersecurity
over time. To demonstrate the effectiveness and usefulness of
HackerNets, we apply and evaluate the technique on the dataset
from the social media platform.

Index Terms—Internet of Things, Cybersecurity, Big Data,
Interactive Visualization, Venn Diagram, Media User Network,
Social Media Mining.

I. INTRODUCTION

The Internet of Things (IoT) refers to a giant network of
physical objects, connecting a massive number of sensors or
devices through the global infrastructure to provide value-
added services [1], [2]. Current virtual assistants such as
Amazon Alexa [3] or Google Assistant [4], [5] are examples
of IoT systems, in which voice commands are utilized for
controlling IoT applications. Demands for innovations come
with increasing requirements for data and security insurance
in order to enhance the trustworthiness of such a system.

The innovation of IoT originates from the data, which is
witnessing an explosive growth in volume, variety, and velocity,
introducing a new era of Big Data. The more complex the IoT
system is, the higher the chance for the data to be distributed
in different places, under different policies, and with different
objectives [6]. Data collected from smart IoT devices can
contain sensitive personal information and can be used for
various purposes, from improving customer satisfaction to
being sold to third parties for further analysis [1]. With the
vast amount the data presents in the IoT sheer scale, the IoT era

poses complex challenges and significant demands for security
and privacy.

In terms of data sources, social media presents an emerging
platform for discussion of these innovations, where ideas
can be formed and discussed. This can provide an abundant
source of data for collection and analysis [7]. There is a
gap between utilizing the data source from social media and
capturing the ongoing discussion among the prevalent subjects
in technology. To fill this gap, we introduce the technique of
HackerNets for visualizing the media conversation between
these topics and the interests from users that shift over time
in forms of networks and relations. We consider the topics
regarding three main areas: IoT, Big Data, and Cybersecurity,
to showcase the concerns about the current situation, issues,
challenges, and solutions. HackerNets is built on time-series
data, which combines the classic Venn diagram for relation
representation incorporated with user network visualization for
connections between users. HackerNets supports topic evolution
visualization for showcasing the trending of a specific topic
over time.

This paper is organized as follows. Section II gives an
overview of related literature to HackerNets. Section III
describes design considerations and design choices. Section
IV presents the architecture of HackerNets. The result and
discussion are presented in section V. Section VI discusses the
conclusion of HackerNets and future work to further improve
this technique.

II. RELATED WORK

In this section, we present previous literature related to
HackerNets, with regard to innovation aspects and concerns
from IoT, Big Data and Cybersecurity, as well as data
visualization techniques for addressing the target problem.
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A. Big Data and Cybersecurity in the context of IoT

The importance of addressing IoT, Cybersecurity, and privacy
challenges have been discussed toward IoT solutions in previous
literature [8]–[11], and brought in widespread attention. As
reported by The EU Commission on the IoT, in The Cluster
of European Research Projects on the Internet of Things [12],
Cybersecurity and privacy are identified as a major IoT research
challenge, including models for decentralized authentication
and trust; privacy-preserving technology for heterogeneous
sets of devices; and the integration of sensor information and
agents in discovery services. In addition, according to TRUSTe,
consumer privacy concerns could be a significant barrier to
IoT growth [13].

The emerging IoT systems generate the data streams from
billions of devices, posing another degree of challenges in terms
of management, storing, and processing data. An approach to
the combined challenges in the collection, use, and management
of Big Data at the intersection of security and privacy is
described by Sollins [6]. This problem is magnified in the
context of the current IoT. The constraints between IoT, Big
Data, and Cybersecurity lies in the security capabilities and
the IoT device, resulting in the trustworthiness of the data to
be sent and received with corresponding privacy policy and
enforcement. Extraction of knowledge from Big Data can lead
to potential user privacy issues. However, existing technologies
and regulations are insufficient to support a privacy-guaranteed
data management lifecycle [1], and there is no single perfect
data management solution for the cloud to manage big data
[14].

B. Social media data analysis

The growth of social media use brings new opportunities
in various aspects: Communicating and understanding local
communities and people [15], conducting business [16], as
well as research in social science, health and medicine [17],
[18]. Utilizing social media is especially prevalent in computer
science with methods such as mining text data [19], data
visualization [20] and recommendation system [21].

In forum-based social media, the original news is typically
followed by other reader’s opinion, in the forms of comments
and votes [21]. This hierarchy structure of content aids readers
in following and keep track of the main thread. In this work,
we explore the data retrieved from Hacker News1, a forum-
based social media focusing on news in computer science and
entrepreneurship. Apart from social influence bias, the online
popularity on Hacker News is a relatively stable reflection of
intrinsic quality [22].

C. Visualization techniques

In terms of visualization for relation presentations, the Venn
diagram is a classic method for logical relations between
different sets [23]. Recent variations of Venn diagrams includes
the applications on various domains, including gene lists [24],
graph theory [25], [26], pharmacological dataset [27] or on

1https://news.ycombinator.com/

interactive features [28]. The network visualization can be
seen as a popular method for visualizing the evolution of
relationships among objects in a timely manner [29], [30].
In HackerNets, we apply the model of the Venn diagram
incorporated with the user network, in which users can see the
interaction between entities inside a larger overlapping area.

From a set of topics, Bayesian rose trees [31] model
is a popular method for topic hierarchy. TopicPanorama
[32] employs this model and presents a combination of a
radially stacked tree with a density-based graph visualization,
supporting topic-graph-based analysis at different degrees of
detail. We utilize similar techniques in our HackerNets, with
clustering inside the network and forming community in distinct
areas.

Regarding visualization text in time-series data, several
methods are addressing the task of topic evolution. TIARA
[33] utilized the combination of the word cloud [34] and
stacked graph to demonstrate visual representation from abstract
and complex text summarization. Recently, WordStream [35]
expanded the technique in terms of emphasizing essential terms
temporally, combining the model of the word cloud and stream
graph [36] to form a unified stream for each category. Inside
the stream, key terms can be highlighted to showcase explicitly
topics they belong to, how frequent it appears in the text source.
Interactive features are developed to bring in-depth analysis
from the WordStream, providing context for such keywords in
terms of similar post, location, authors, and timestamp [37].
Our HackerNets employs the technique of WordStream to
visualize the evolution of three main areas: IoT, Big Data, and
Cybersecurity.

III. DESIGN GOALS AND DESIGN DECISIONS

A. Design goals

We apply the technique of HackerNets on data from social
media, to present the conversations and concerns from the
perspective of online users. Data from social media regularly
have multidimensional structure, which encompasses attributes
such as authors, metadata from authors, messages, and their
corresponding metadata, features that show the interactions
from other authors like comments or ratings. These entities can
have many-to-many relationships, forming a complex network
of users. Moreover, some posts can be made of non-formal
content, making it challenging to pre-process text content.
Understanding the underlying structure of this data type plays
a vital role in data processing and knowledge extraction. In
order to capture the broad overview as well as detail user
network from social media, the following design criteria are
adopted as goals for our technique:
G1. Present the evolution of topics and network as they shift
over time.
G2. Connect the related entities closer together and form
communities.
G3. Display detail on demand and highlight the structure of
the network.
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B. Design decisions

To achieve the above design goals, we implement the
following visual designs:
D1. The time axis is set horizontally. The time axis plays
the role of both the timeline and time filtering component for
the visualization. This satisfies the design goal G1.
D2. User network. The force-layout is used to visualize the
network, in which each node represents a user, and the link
indicates the interactions between authors. This meets the
design goal G2.
D3. Venn diagram and selection. Venn diagram can show all
possible logical relations between users from three topics: IoT,
Big Data, and Cybersecurity. The overlapping area presents
conversations that attract more than one topic. We implement
a function for selecting a range of entities on the network and
highlight them. This meets the design goal G3.
D4. WordStream for topic evolution. From the detail text
content, extracted keywords are visualized in a timely manner,
showing the evolution of the topic over time. This helps to
meet the design goal G3.

IV. THE HackerNets ARCHITECTURE

A. The HackerNets approach

HackerNets2 is developed using JavaScript and the library
D3.js [38]. Besides, venn.js and WordStream are employed to
implement the Venn diagram and show trending topics over
time. HackerNets brings a visual interface that shows social
media users’ concerns on the Internet of Things, Big Data,
and Cybersecurity topics with their interactions. HackerNets
contains a Venn diagram to help users easily envision the
relationships between the three main topics when users mention
them. The user network is developed and incorporated with
the Venn diagram to visualize user characteristics and their
interactions with one another. For topic evolution, we utilize the
technique of WordStream [35] to express essential keywords
from the posts over time. To meet this end, this paper proposes
visualization features [39] that are implemented in HackerNets:
F1. Overview of presentation. Display overview user network,
Venn diagram of the three major categories (IoT, Big Data, and
Cybersecurity) and WordStream of main topics within these
categories.
F2. Detail-on-demand. Show details of users on request, in-
cluding user name, number of posts, and number of comments,
and ratings from other users.
F3. Filtering. Filter posts and users by time range or by topic
category.
F4. Ranking. Rank users on the network by various criteria,
such as overall ranking or degree of centrality in the network.

Figure 1 shows a schematic overview of main components
in our HackerNets prototype.

B. Data collection and pre-processing

The dataset in this study is collected from Hacker News
social news website [40] through their API and Google

2App demo link of HackerNets, visit https://bit.ly/35RvMpY

Fig. 1. The schematic overview of HackerNets visualization.

BigQuery [41]. This website is a social media platform in
technology and security, developed by Paul Graham. Users
on this platform can post stories, and other users will interact
with these stories by voting and leaving comments. On social
media platforms, users often use special characters to replace
characters commonly used in the text, such as “0” instead of
“O” [42]. We have used these special rules to perform searches
for posts on each topic. The data collection process is achieved
through the following steps:

1) Collecting stories by executing queries with keywords:
“internet of things”, “iot”, “internet 0f things”, “i0t”, “big
data”, “bigdata”, “security”. Google BigQuery is used
because they provide faster queries.

2) Collecting comments that belong to each of the above
stories. Because of no restricted comment levels of an
story, we recursively get the comments from Hacker
News API.

The raw dataset contains 22,884 posts and 30,506 comments
from the year 2007 to early 2019. For the pre-processing
process, we filter out authors who have not had many contri-
butions to the platform while preserve the ten-year period to
maintain the general picture. The dataset has the posts and
comments in the time range of over ten years, so the authors
who had the number of posts less than ten may be inactive.
The records in the authors’ data are retrieved according to
their attributes such as user name, id, topics they are interested
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Fig. 2. Number of posts on each topic categories significantly increase over the past 12 years: blue for IoT, orange for Big Data, green for Cybersecurity. and
gray for other posts.

in, and the posts, comments they created. Then, we filter out
authors who have less than ten posts or comments from 2007
to early 2019, and the dataset now has 7,325 posts and 6439
comments from 649 authors. The number of posts per each
topic with corresponding colors: blue for IoT, orange for Big
Data, and green for Cybersecurity, along with the number of
posts removed during the filtering process in gray, are shown
in Fig. 2. After extracting topics and users, the processed data
is used for visualizing the network and Venn diagram, showing
the relationship between users in terms of the main topics of
IoT, Big Data, and Cybersecurity. To go into greater detail of
the text content, we employ the technique of WordStream for an
in-depth analysis of the topic evolution over time. We generate
the data for WordStream from the previously processed dataset
with two steps:

1) All comments belong to each post are grouped, and the
texts will be processed to get a list of common keywords
and a list of users who interacted with this story.

2) All records are grouped by year. Again, we continue to
pull out the most common keywords during that time.

C. The HackerNets visualization components

HackerNets consists of three main components as depicted
in Fig. 3 where 1) Box A contains the trending keywords
distributed yearly, 2) Box B has time filters and toggle buttons
for interactive features, 3) Box C includes user network, the
connection between them within the Venn diagram for three
topics: IoT, Big Data and Cybersecurity.

The WordStream component (Box A): This component
shows the most popular keywords which are extracted from
Hacker News stories and comments. The essential terms, having

a high frequency in comparison to other terms, are emphasized
by font size chronologically along the timeline. Through this
visualization, users can quickly see the most mentioned words
in both three topics of IoT, Big Data, Cybersecurity, and their
mentioned level each year to catch the global trend. Fig. 4
shows a closeup view of the topic stream for four years from
2012 to 2015.

The control panel (Box B): Users can filter the post by
time. Specifically, by dragging the double range slider, users
can set the time interval for topic stream and user network.
The toggle buttons are for showing or hiding the Venn diagram
in the main view.

The network component (Box C): This is the main
component in our tool, including two parts: Venn diagram
and user network overlaid on top of the Venn diagram. Each
node in the network presents a Hacker News author or user.
The radius of a circle is computed based on the number of
posts, including stories and comments that the author created.
Each node contains a pie chart that shows the percentage of
the number of posts on the three topic categories: blue for IoT,
orange for Big Data, green for Cybersecurity. We use this color
encoding consistently throughout the paper. A link between
two nodes indicates how often the two authors interact with
each other. For example, in this case, at least one of them has
commented on the other’s article. The thickness of the links
shows the number of interactions between the two authors.

D. User interactions

The HackerNets supports four types of interactive operations.
Mouse over:
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Fig. 3. Visual interface of HackerNets: A) Topic evolution of trending keywords extracted over the period of 2007 to 2019, B) Toolbox, including time filter
for selecting a period of time for the corresponding presentation, and toggle buttons for Venn diagram visibility and network brushing, C) User network,
containing connections between users and Venn diagram for topic covering.

a) Box A. When users mouse over a term, all the similar
terms in the whole timeline will be highlighted. This will help
users quickly see the popularity of words throughout the years.

b) Box C. When users mouse over a node in the user
network, a pop-up panel appears in order to show the details
information about the author’s name, the number of posts and
the number of interactions that the author has.

Mouse click: When users click on a term, the WordStream
interface shows the stream of the selected term.

Mouse drag:
a) Box B. Users can drag the filter to select the time

period. The WordStream, Venn diagram, and user network will

be updated after users release the mouse, as shown in Fig. 5.

Brush: After turning on the brush mode by clicking on
the toggle button, users can drag to draw a rectangle on the
network (Box C). If the rectangle covers the nodes and the
links, they will be highlighted, and the WordStream will be
updated to show common keywords from selected users. An
example is depicted in Fig. 6.

Toggle Venn diagram: Venn diagram will be hidden by
default. When a user clicks the toggle button, the diagram will
be displayed, as shown in Fig. 7.
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Fig. 4. Trending keywords in 2012, 2013, 2014, 2015. The significant terms
are “google”, “service”, and “problem” for these four years.

Fig. 5. The charts are updated after selecting new time period, i.e., time
filtering features support updates to multiple linked views in the topic evolution
visualization, WordStream and the user network.

V. RESULTS AND DISCUSSION

We handled a use case with four volunteer users who have
experience in using social media and visualization to gather
qualitative responses and then evaluated the usefulness and
effectiveness of the HackerNets. The purpose of this study is
to gather users’ feedback to improve HackerNets in terms
of gaining insights from the visualization from the users’
perspective. At the beginning of the study, users are introduced
to HackerNets, the data overview, and interactive features of
this tool, focusing on media conversations in IoT, Big Data, and
Cybersecurity. After that, the users got to familiarize themselves
with the application and its supported features. After having
experimented with the tool, users are asked a set of questions,
and they try to answer them using our HackerNets visualization
tool.

Fig. 6. The nodes and links are highlighted after using the brush. The
WordStream for trending terms in posts and comments is updated according
to the selected users.

Fig. 7. The Venn diagram before (left panel) and after (right panel) clicking
the toggle button. The Venn diagram shows the coverage of each topic in the
conversation, where the users and their interests belong to. The intersection of
more than one area represents the mixed topics that the conversation refers to.

• (R1) Which topics are more important, and how they
change over time?

• (R2) Who are the influential authors and what topics do
they care?

• (R3) What are the major events and the reasons behind
these events?

Findings:
For the first question (R1), the users can easily find out

that in the entire timeline, the Cybersecurity topic has the
greatest concerns from authors by using the Venn diagram. Fig.
8 illustrates the expansion of the topic over the years, with
accumulated data from the starting point of 2007. The topic of
Cybersecurity appeared from the early year (in this case, 2007)
and has been the dominant topic throughout the whole period.
This helps to confirm the observation from the stream graph
in Fig. 2. The IoT-related topic started to emerge in 2008, and
the Big Data topic appeared four years later in 2012. However,
the Big Data topic grew faster than IoT, demonstrated by the
thicker streams in later years since 2013. Interestingly, during
user study, one user found out that we can observe the same
result by considering the colors and numbers of the nodes in
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the user network, while the Venn diagram presents an overall
picture of the development. The overlapping areas between the
topics depict the cross-topics conversations. It is observed that,
from Fig. 8, the circles for IoT and Big Data are all located
inside the circle of Cybersecurity almost entirely, demonstrating
that users who invest in these two topics have major concerns
regarding Cybersecurity: Each and every conversation in each
of these two topic categories includes Cybersecurity-related
terms.

As we slide along the timeline, the intersection area between
the main three topics grows larger: more and more users now
consider these topics together. The conversations now have a
more extensive range of subjects, presenting the connection
among IoT, Big Data, and Cybersecurity. The data generated
from IoT devices are now collected in the Big Data system. The
infrastructure of Big Data provides the facilities for IoT devices
to produce faster responses, more comprehensive analysis. IoT
and Big Data impact each other in a way that requires a more
sophisticated and advanced mechanism for Cybersecurity. On
the other hand, Cybersecurity innovations help strengthen the
Big Data system and facilitate reliable IoT devices. These three
topics have a reciprocal relationship in the era of Industry 4.0.

We divide the time period into non-overlapping intervals,
as shown in Fig. 9. Even in this separated context, the areas
for overlapping is significantly larger towards the current time.
Moreover, in the most recent interval (2016-2018), there is
barely any area that is accounted for only one topic, i.e.,
Cybersecurity and IoT, or Cybersecurity and Big Data would
very much likely appear together.

Fig. 8. Topics expansion over the years, from the starting year 2007:
Cybersecurity in 2007; Cybersecurity and IoT from 2007-2008; Cybersecurity,
IoT and Big Data from 2007-2011; Cybersecurity, IoT and Big Data from
2007-2016.

Regarding the second research question (R2) on detecting the
most influential authors on Hacker News, the participants tend
to mouse over larger nodes to see the details about the author’s

Fig. 9. Topics expansions in every three-year interval: Most authors are
concerned about Cybersecurity and a tiny part of the appearance of IoT from
2007-2009; Cybersecurity, IoT and Big Data from 2010-2012, 2013-2015,
2016-2018.

name, number of posts, number of interactions, and average
ranking. While the size of a node indicates the number of posts
that an author creates, it is the connections that present the
number of interactions to other accounts, hence their influence
towards others. This shows that the use of size may lead to
ambiguity for perception.

Fig. 10 presents the detail-on-demand of an author. Most
of the users conclude that “tptacek” is the most influential
user of the Cybersecurity topic and also the whole network,
shown in Fig. 10 A. The author named “BigDataStartups” (in
the lower panel of Fig. 10) has a massive number of posts,
but there is no connectivity to other authors. One potential
reason for this pattern is that this author is an auto-bot, which
usually creates spam content. This kind of auto-bot is popular
among social media platforms, especially in forums with large
impacts, due to large viewers and attention. In fact, according
to further findings, BigDataStartups3 (now known as Datafloq)
is an online big data platform where organizations that want to
take full advantage of big data and develop a big data strategy
can find Big Data startups from around the world. Chances
are the posts from this author that are created for advertising
and publicity. We utilize brushing features to dive into the
detail of content in this case. As depicted in the lower panel
of Fig. 10, many technical keywords are shown such as “tool”,
“hacker”, “linux” and “tech”. However, these keywords do
not give too much information about happened events in the
timeline. They are general words that have common meanings
about technology, usually, appear in articles or news. This is
quite similar to the purpose of this author, as we described. For

3https://www.datafloq.com/
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this user network, we believe that the betweenness centrality
is a more significant indicator for influential people compared
to the number of posts.

Fig. 10. Detail-on-demand: A) Mouse-overing nodes for detail, including
author “tptacek” and author “BigDataStartup”. B) Brushing for node “Big-
DataStartup” and the corresponding topic evolution presenting the content this
author created.

For the third research question (R3) regarding the major
events, the users can quickly observe some larger keywords

such as “Google”, “cloud”, and “web” as shown in Fig. 11.
With the word “Google”, the users also spot the word “glass” in
the same topic stream. They are mentioned frequently in 2012
and 2013. This is the time that Google prepared and released
Google Glass, a smart and hands-free glass, which can connect
to many devices and display personal information. Google Glass
is a good example of the overlappings between big data and
IoT, but there is also a big concern about privacy. Terms “cloud”
and “web” are conspicuously the most frequent keywords in
all three topic categories. During the period from 2010 to 2011,
the topic stream shows that keywords like “twitter”, “social”,
and “news” are being mentioned frequently together. Twitter
is a social network platform for microblogging, which was
created in 2006 by Jack Dorsey, Noah Glass, Biz Stone, and
Evan Williams4. Twitter had a breakthrough development by
introducing a new interface and adding many features. The
number of tweets in a day increases rapidly5.

Besides the stories and insights gained from the visualization,
in terms of improving the systems, the users also suggest the
feature of specifying detail posts by a particular author, that
could provide the evolution of author concerns over time and
easily explain the context of trending words.

VI. CONCLUSION AND FUTURE WORK

This paper presents an interactive visualization technique
for media conversations in topics of IoT, Big Data, and
Cybersecurity. HackerNets aims to showcase the competition
between topics and their detailed user network fluctuation
overtime. We demonstrate the applications on the dataset
from social media, showing that HackerNets could quickly
highlight the emerging topics and could assist users in exploring
entities’ relations. Cybersecurity has been the dominant topic
for discussion for over twelve years, while IoT and Big Data
are the emerging fields in the current Industry 4.0 and will
continue to be the topics of interest.

Future work will focus on expanding the visualization to
other related aspects such as privacy policies and user behavior.
A user study for a broader scope of users is expected to produce
more generalized results. Also, more interactive features should
be supported to optimize HackerNets layout.
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